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ABSTRACT
This paper explores the tracers deployment problem for IP trace-
back methods how many and where the tracers should be deployed
in the network to be effective for locating the attack origins. The
minimizing the number of tracers deployment problems depended
on locating the attack origins are defined. The problem is proved to
be NP-complete. A heuristic method which can guarantee that the
distance between any attack origin and its first met tracer be within
an assigned distance is proposed. The upper bound for the prob-
ability of an undetected attack node can be calculated in advance
and used to evaluate the number of tracers needed for the proposed
heuristic method. Extended simulations are performed to study the
performance of the tracers deployment.

Categories and Subject Descriptors
C.2.0 [Computer-Communication Networks]: General—Secu-
rity and protection; D.2.1 [Computer-Communication Networks]:
Network Architecture and Design—Distributed networks

General Terms
Design, Management, Security

Keywords
DDoS, IP tracerback, Tracers

1. INTRODUCTION
The network security problems accompanied with network tech-

nology occur continuously. Distributed denial of service (DDoS) ([1,
2]) is a rapidly growing network security problem. The DDoS at-
tacks pose a great threat to the Internet. They always paralyze the
network nodes such as servers and occupy the network bandwidth.
How to defense the DDoS attacks is a challenging issue for network
security problem.
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The key to defense DDoS attacks is to find the attack origins. The
log of attack origins can be used to the evidence for post-attack law
enforcement. Besides, if the attack origins can be located on de-
mand during the attack, the anomaly attack packets can be blocked
as possible to the attack nodes by co-operative filter nodes distrib-
uted over the Internet. Therefore the network bandwidth among
the attackers and its target can be prevented from being occupied
by attack packets.

It is surprisingly difficult to identify attack origins due to the
characteristic of Internet Protocol (IP). The nature of Internet rout-
ing is stateless. Packet forwarding at routers is determined by the
destination IP address. In general, routers will not record which
interface is incoming and outgoing for a packet. The origin of a
packet can not be identified by the source IP address since it can
be spoofed easily by the sender. To locate the attack origins, the
function of router should be enhanced to assistance in tracing the
attack origins.

The IP traceback [3] technology is to attempt to identify the at-
tack origins. It usually relays on enhanced routers to assistance
in tracing the path traversed by attack traffic and then identify the
machines that directly generate attack packets. In this paper, we
refer to the enhance routers which provide tracing service as trac-
ers. Many techniques for IP traceback with tracers assistance have
been proposed in the literature [4-12]. Most of IP traceback tech-
niques are allowed to be partial deployment but do not provide how
to deploy effectively. In fact, the location of traces will affect the
performance of locating the attack origins.

In probabilistic packet marking (PPM) schemes [4-6], packets
are probabilistically marked with partial router or link identifica-
tion by the enhance routers. As the victim receives enough marked
packets, it may reconstruct the full attack path. Only tens of marked
packets are required to identify attack paths for the scheme pro-
posed in [6]. In [7], the routers select a forwarding packet with
a low probability and generate an ICMP traceback message to the
destination the same as the selected packet. The ICMP traceback
message includes the information about adjacent routers along the
path to the destination. The victim receive enough ICMP traceback
messages to reconstruct the full attack path. In [8], a hash-based IP
traceback mechanism are proposed. The digests produced by hash-
ing of partial packet information are stored in the enhance router.
The origin of a single packet can be identified by tracing where the
digest is stored. In these schemes [4-8], the victim must be aware
of the topology and routing on the network for partial deployment
to be effective or the assistance in attack path reconstruction.

In [9], a controller and agents model based on PPM IP traceback
scheme is proposed. After receiving a request from the victim, the
controller issue the command to agent(s) to prevent attack. The
agents can be deployed on edge routers or internal routers in a In-
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ternet Service Provider (ISP) domain. Incremental deployment is
allowed but only agents deployed on edge routers is discussed.

In [10], IP traceback with IPsec [11] scheme is proposed. The
victim and partial routers in the network should be build IPsec as-
sociation. The victim can identify which device the attack packet
does pass it by IPsec authentication. Where the routers should be
build IPsec association to be effective is not further discussed.

In [12], a scalable framework to support on demand filtering and
tracing service for defeating DDoS is presented. Partial enhanced
routers with filtering or tracing services are distributed over the net-
work. A multicast based routing protocol is adopted for coordinat-
ing the enhanced routers on demand filtering or tracing. In their
simulation, the enhanced routers are randomly deployed on all pos-
sible location, on border nodes of domains or optimal placements
by dynamic programming when the size of network is middle.

Most methods of tracers deployment are randomly distributed on
all possible location or on the upstream routers from victim. The
performance of identifying the attack origins is trade-off the num-
ber of tracers deployment. There attack origins might not be iden-
tified even though over half of nodes in the networks are enhanced
to be tracers. This is due to the fact the attack traffic may not pass
through any deployed tracers in the network.

In this paper, we will explore the tracers deployment problem
instead of IP traceback methods. How many and where should the
tracers be deployed in the network to be effective for locating the
attack origins? The minimizing the number of tracers deployment
problems depended on locating the attack origins are defined. To
solve the deployment problems, we model them as a problem in
graph theory. The problem is proved to be NP-complete. A heuris-
tic method which can guarantee that the distance between any at-
tack origin and its first met tracer be within an assigned distance
is proposed. The upper bound for the probability of an undetected
attack node can be calculated in advance and used to evaluate the
number of tracers needed for the proposed heuristic method.

The rest of paper is organization as follows. The tracers deploy-
ment problems are described in next section. The modeling of trac-
ers deployment problem in graph theory is presented in section 3.
The solution of tracers deployment is proposed in section 4. Sec-
tion 5 shows the extended simulation results. Finally, some con-
cluding remarks and future work are given in section 6.

2. THE DEPLOYMENT PROBLEMS
A victim which the target of an attack is can be a host or router

border device such as a firewall. The attacks may be from any-
where. It is difficult to find the real attacker (or machine) which
makes the sufficient compromised machines generating volume of
attack packets destined for victim. Even the compromised ma-
chines are also hard to be identified if they are behind a firewall or
network address translation (NAT) node. However, the local router
to which compromised machine is attached can be traced by attack
packets passing through it. Throughout this paper, an attack origin
is referred to as the local router to which the attack node is attached.

The attacker can generate attack packets that appear to have orig-
inated from anywhere. It is impossible to predict the location of
attack origins. If the attack packets do not pass through any tracers
in the network, the attack origins will not be located for any meth-
ods of IP traceback. This truth motives the following first tracers
deployment problem we want to solve.

• Problem 1: How to deploy with minimum the number of
tracers in the network can be guaranteed that there exists at
least one tracer passing through the path of any attack.

Under the partial tracers deployment network environment, it be-
comes impossible to locate the attack origins precisely. It is reason-
able to find the first met tracer of attack packets. The attack origin
can be located by extended searching from the first met tracer. Be-
sides, if the tracer is added the function of packets filtering, anom-
aly attack traffic can also be filtered at the first met tracer. The
searching cost to locate attack origins and what amount network
bandwidth can be protected will depend on how attack origin dis-
tant from its first met tracer is. This motivates the following second
tracers deployment problem we want to discuss.

• Problem 2: How to deploy with minimum the number of
tracers can be guaranteed that the distance between any at-
tack origin and its first met tracer will be within s hop count.

It is interesting that the problem 1 is a subproblem of problem 2
since the problem 1 is equivalent to the problem 2 in the case when
s = 1. The attack origin can be from anywhere. The victim of an
attack can also be at any location in the network. The length of an
attack path may be from one hop count to the diameter of networks.
Thus the method of tracers deployment in problem 1 should guar-
antee that any attack with equal to (or greater than) one hop count
length be passing through at least one tracer. This requirement is
the same as the case when s=1 in problem 2, limiting the distance
between any attack origin and its first met tracer should be within
one hop count. Note the solution of problem 2 can also guarantee
that at least one tracer be present at the path of any attack which its
length of attack path is greater than or equal to s hop count. It can
be imaged that more number of tracers will be needed for smaller
value of s.

3. PROBLEM MODELING
From the previous section discussion, we know that the problem

1 is a subproblem of problem 2. If we can find the solution of
problem 2, the problem 1 can also be solved. In this paper, we will
make effort to find the general solution of problem 2. The problem
2 is modeled as a problem in graph theory and refer to it as K-
Diameter Cut problem. The problem can be easily shown to be
NP-complete by reducing from the vertex cover problem[14]. That
is the problem 2 we want to solve is also NP-complete. Therefore
a heuristic method is proposed in this paper.

3.1 Notations and definitions
To define the K-Diameter Cut problem and describe the proposed

heuristic tracers deployment method, some notations and defini-
tions are given as follows.

The physical network topology can be represented by an undi-
rected graph G = (V,E), where V is the set of vertices and E is
the set of edges. The ends of an edge are said to be incident with
the edge. A path in a graph is a sequence of edges of the form
(v1, v2), (v2, v3), ..., (vn−1, vn). We say that the path is from v1
to vn and is of length n − 1; moreover, we call v1 and vn the two
end vertices of the path. A graph is connected if there is a path
joining each pair of nodes. A component of a graph is a maximal
connected subgraph. The distance (u, v) between two vertices u
and v in graph G is the length of the shortest path joining them if
any; otherwise d(u, v) = ∞ . A vertex cut ofG is a subset V ′ of V
such that G − V ′ is disconnected. The connectivity of G, written
κ(G), is the minimum size of a vertex set S such that G − S is
disconnected or has only one vertex. A graph G is k-connected if
its connectivity is at least k. A vertex and an edge are said to cover
each other if there are incident. A set of vertices which covers all
the edges of a graph G is called a vertex cover for G. The mini-
mum size of vertex cover set is denoted by β(G). The eccentricity
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e(v) of G = (V,E) is the distance to a node farthest from v; that
is, e(v) = max{d(u, v), where u ∈ V }. The radius r(G) is the
minimum eccentricity of the vertices, whereas the diameter d(G)
is the maximum eccentricity. The center of a graph is the subgraph
induced by the vertices of minimum eccentricity. An edge e of G
is said to be contracted if it is deleted and its ends are identified. A
subgraph ofG is said to be contracted if all its edges are contracted
successively in any order. A subset S of V is called an independent
set of G = (V, E) is no two vertices of S are adjacent.

The definition of k-diameter cut problem is given as follows:

K-Diameter Cut Problem:

Given a graphG = (V,E), the k-diameter cut problem is finding a
minimum size of vertex cut C ⊆ V such that the diameter of each
connected component in G− C is less than k.

From the definition of K-Diameter Cut problem, we can say that
the minimum size of vertex cut set is the solution of problem 2
where s is equal to k. Since the diameter of each connected com-
ponent inG−C is less than k, any path of its length greater than or
equal to k will be passing through at least one vertex in vertex cut
set. Thus the length between any vertex and its first met vertex in
vertex cut set will be within k. The minimum size of vertex cut set
in k-diameter cut problem is the set of tracers we want to deploy in
problem 2 where s is corresponding to k. In the following, we will
show that the k-diameter cut problem is NP-complete.

THEOREM 1. The k-diameter cut problem is NP-complete.

proof: K-diameter cut problem includes 1-Diameter Cut prob-
lem when the case k equals one. Consider a decision problem
stated in the following which will be referred to as 1-diameter-cut
decision problem.

Is there a vertex cut of size l or less for G, i.e., a subset C′ ⊆ V
with |C′| ≤ l such that the diameter of each connected compo-
nent in G− C′ is less than 1.

Note that if the 1-Diameter Cut problem has a solution, the an-
swer to the 1-diameter-cut decision problem can be obtained by
comparing the minimum size of vertex cut (i.e., |C|) with l. Thus, if
the 1-Diameter Cut problem can be solved, then the 1-diameter-cut
decision problem can also be solved but not vice versa. Therefore,
the 1-Diameter Cut problem is at least as hard as the 1-diameter-
cut decision problem. If the 1-diameter-cut decision problem is
NP-complete, the 1-Diameter Cut problem is also NP-complete.

In the following, we will show that the 1-diameter-cut decision
problem is NP-complete by transforming from the vertex cover
problem to the 1-diameter-cut decision problem. The vertex cover
problem which is NP-complete [14] is defined as follows:

Graph G = (V,E), positive integer l ≤ |V |. Is there a vertex
cover of size l or less for G, i.e., a subset V ′ ⊆ V with |V ′| ≤
l such that for each edge {u, v} ∈ E at least one of u and v
belongs to V ′?

The solution of 1-diameter-cut decision problem is to find a ver-
tex cut C′ with |C′| ≤ l such that the diameter of each connected
component inG−C′ is less than 1. That is each connect component
in G − C′ has only one vertex. This phenomenon ascribes to the
reason that each edge in E is incident with one of nodes in C′. The
vertex cut C′ for the solution of 1-diameter-cut decision problem
is a vertex cover for G. For any instance of vertex cover problem,
a simple step, transforming the vertex cover V ′ to the vertex cut
C′, can be used to transform it to an instance of the 1-diameter-cut
decision problem.

It is obvious that the above transformation can be performed in
polynomial time and the vertex cover instance has a solution if
and only if the transformed instance of the 1-diameter-cut decision
problem has a solution. 1-Diameter Cut problem is proved to be
NP-complete. This completes the proof of the theorem 1 because
K-Diameter Cut problem includes 1-Diameter Cut problem.

4. K-DIAMETER-CUT ALGORITHM
In the previous section, we have shown that the K-Diameter Cut

problem is NP-complete. In this section, we propose a heuristic
algorithm of the problem for general positive integer k. In the case
k = 1, K-Diameter Cut problem can be reduced from a vertex
cover problem which is NP-complete. To find a feasible solution
for 1-diameter cut, we first apply the Erdös′ greedy algorithm [15]
to find an independent set (say S for a given graph G = (V,E).
Then the desired set, V − S, can be proved to be a vertex cover by
the lemma proposed by Bondy and Mutty [16]. The Erdös′ greedy
method is given as follow.

Erdös Greedy algorithm [15]

1. Set S = φ.

2. If G has no vertices then stop; otherwise select a vertex v
with the smallest degree d in G.

3. Add v to S, delete v and all its neighbors from G, go to Step
2.

The basic idea behind k-diameter-cut algorithm is starting from
an arbitrary vertex in the center of G to find the first component
which its diameter is less than k (k > 1). The neighboring vertices
of the first component will be the partial elements of the desired
k-diameter cut. There will be component(s) by deleting the first
component and its neighboring vertices from G. Then k-diameter
cut can be obtained by recursively performing the same process for
each component. The following heuristic algorithm, k-diameter-cut
algorithm, is devised for finding a feasible k-diameter cut.

K-Diameter-Cut Algorithm:
Input : A graph G = (V,E).
Output: A feasible k-diameter cut T .

1. If k = 1 then find an independent set S ofG by calling Erdös
Greedy algorithm. Then T = V − S is the desired output.
Otherwise perform the following steps.

2. Find the eccentricity e(v) for each v ∈ V by applying the all
pair shortest algorithm.

3. Find the center of G. Next, select an arbitrary vertex c from
the center.

4. When k is odd, find all vertices which can be visited from c
within (k − 1)/2 distance. Specifically, find the vertex set
W = {v| d(v, c) ≤ (k − 1)/2 and v ∈ V }.

5. When k is even, perform the following sub-steps.

(a) Find all vertices which can be visited from c within
�(k − 1)/2� distance; that is, the vertex set
W = {v| d(v, c) ≤ �(k − 1)/2� and v ∈ V }.

(b) Compute Y = {v|d(v, c) = �(k − 1)/2� + 1 and
v ∈ V }.

(c) Select an arbitrary vertex vy ∈ Y and remove it from
Y .
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(d) if d(GW∪{vy}) < k, add the vertex vy toW (i.e.,W =
W ∪ {vy}).

(e) Repeat step (c) and step (d) if Y is not an empty set.

6. ObtainG∗ fromG by contracting the induced subgraph GW

into a vertex vw.

7. Add the neighboring vertices of vw into T (initialized to 0).
Then obtain G′ by deleting vw and all its neighboring ver-
tices from G∗

8. For each component Gi inG′, if d(Gi) ≥ k then recursively
perform Step 2 to Step 8 on Gi.

The induced subgraph GW at step 6 will be referred to as k-
diameter area throughout this paper. The number of k-diameter ar-
eas is the number of connected components inG−T . An arbitrary
node is randomly selected from the center at step 3 in k-diameter-
cut algorithm. In fact, the center of a given graph may contain
more than one nodes. Another way to select a node with maximum
degree from the center will be considered. The k-diameter-cut al-
gorithm for the two options to select a node from the center at step
3 will be implemented in our simulation to compare their perfor-
mance.

Figure 1 shows an example for finding a feasible 3-diameter cut.
Each vertex is labeled with its eccentricity. The center contains
a single vertex, labeled with 5. From the center within one hop
count, the first 3-diameter area can be found and displayed in the
line segmented circle in figure 1. The neighboring vertices of the k-
diameter area, labeled with 7, will belong to the feasible 3-diameter
cut. After deleting the 3-diameter area and its neighboring vertices
in figure 1, the remaining graph consists of two connected compo-
nents showed in figure 2. We recursively perform the 3-diameter-
cut algorithm for the two connected components. Finally, a feasible
3-diameter cut can be found. It consists of the vertices with gray
color in figure 3. In this example, there are three k-diameter areas.
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Figure 1: An example of tracer deployment
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Figure 2: The remaining two connected components after
deleting the first 3-diameter area (in figure 1) with its neigh-
boring vertices.
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Figure 3: The feasible 3-diameter cut generated by k-diameter-
cut algorithm.
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Figure 4: Average number of nodes in k-diameter area versus
total number of k-diameter areas

5. SIMULATION RESULTS
In the previous section, a heuristic method k-diameter-cut algo-

rithm is proposed to provide the feasible solution of problem 2.
The distance to be guaranteed between any attack and its first met
tracer will be the key factor to affect how many tracers are needed.
In addition, the deployment of tracers is also dependent on network
topology. It’s practical to apply the proposed k-diameter-cut algo-
rithm on networks with full topology and routing information such
as a large-size Intranet, an Autonomous System (AS), or even an
ISP, and so on.

In this section, simulations are performed to study the perfor-
mance of tracers deployment for the proposed k-diameter-cut algo-
rithm. To simulate router-level internet topology, a universal topol-
ogy generator BRITE [17] is used to generate random graphs mod-
eled by Waxman [18]. The routing table at each router is assumed
to be maintained by shortest path routing algorithm. Each link has
a cost of 1 hop count. The dynamic change in the configuration
of routing path is not considered in our simulation. The density of
tracers ρ is defined as the percentage of total nodes in the network
that are tracer nodes.

The two options of selecting a node from the center at step 3 in
the proposed k-diameter-cut algorithm are implemented. The first
one method is to randomly select an arbitrary node from the center.
It will be referred to as k-diameter-cut algorithm with random cen-
ter option. The second method is to select a node with maximum
degree from the center and it will be referred to as k-diameter-cut
algorithm with max-deg center option.

Figure 4 shows that the dependency between the average number
of nodes in a k-diameter area and the total number of k-diameter ar-
eas for different average degree d = 6 and d = 4. For each data
point, 25 random graphs are generated. There are 1000 nodes in
each graph. The left side vertical axis represents the average num-
ber of nodes in a k-diameter area and the bold lines are used to draw
the values for different k. The right side vertical axis represents the
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Figure 5: Density of tracers for average degree d = 4
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Figure 6: Density of tracers for average degree d = 6

total number of k-diameter areas and the segmented lines are used
to draw the values for different k. From this figure, we can observe
that the average number of nodes in a k-diameter area for d = 6
is more than that for d = 4 while the total number of k-diameter
areas for d = 6 is less than that for d = 4.

Fig. 5 and fig. 6 show the density of tracers for different number
of nodes in the networks with d = 4 and d = 6 respectively. For
each data point, 50 random graphs are generated. The number of
nodes in the network, N , are from 100 to 1200. From the two
figures, we can observe that the density of tracers is almost bounded
on a constant value for different number of nodes in the networks
when the value of k equals one. It can provide a way to evaluate
how many tracers are required to guarantee that there exist at least
one tracer passing through the path of any attack. In addition, larger
value of k results in lower density of tracers. This is because more
nodes will be included in the k-diameter area for larger value of k
in each iteration at step 6 of the proposed k-diameter-cut algorithm.
Then the need of tracers for larger value of k will be less than those
for smaller value of k. From the two figures, we can also observe
that the density of tracers for k-diameter-cut algorithm with max-
deg option are lower than those for k-diameter-cut algorithm with
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Figure 7: Probability φ(h) distribution of pair of nodes.

random center option. This is due to neighboring nodes of a node
with maximum degree are more than those of a random node from
the center. Then more nodes may be contained in the k-diameter
area for k-diameter-cut algorithm with max-deg option. The size of
k-diameter cut can be expected to be decreased.

Next, we observe how the network topology will affect the den-
sity of tracers. From fig. 5 and fig. 6, we can see that the density of
tracers with d = 6 are lower than those with d = 4 for the same
value of k = 7 in different number of nodes N . This results can
be explained by the observation from the fig. 4. In the proposed k-
diameter-cut algorithm, the neighboring nodes of k-diameter area
are to be tracers. From fig. 4, we know the average number of
nodes in a k-diameter area for d = 6 is more than those for d = 4.
Therefore the neighboring nodes of k-diameter area for d = 6 may
be more than that for d = 4 but the total number of k-diameter
is so small when k equals 7. Thus the need number of tracers for
d = 6 is lower than those for d = 4 when the value of k equals 7.
However, the total number of k-diameter areas is increasing when
the value of k is decreasing (see fig 4). This trade-off will affect
how many number of tracers are needed. From fig. 5 and fig. 6, we
can see that the density of tracers for d = 6 are higher than those
for d = 4 when the value of k is less than 7 and number of nodes
in the networks is over 200.

Finally, we investigate the probability of an undetected attack
node for the proposed k-diameter-cut algorithm. The k-diameter-
cut algorithm can provide the way how many and where the tracers
should be deployed to guarantee that the distance between any at-
tack origin and its first met tracer is within s hop count. If the path
of an attack is less then s, the attack node can not be detected. From
the network topology and routing information, we can calculate the
hop distance of all pair of nodes for a given network. Let φ(h) be
the probability of one pair of nodes which its hop distance equals
h. Then the probability of one pair of nodes which its hop distance
is less than s can be formulated by Pub =

Ps−1
1 φ(h). It is an

upper bound for the probability of an undetected attack node. We
can use the formula to evaluate what a feasible value of s is for the
proposed k-diameter-cut algorithm.

Fig. 7 shows the probability φ(h) distribution of pair of nodes
for different d = 4 and d = 6. Fig. 8 shows the probability of
an undetected attack node by experiment simulation and their cor-
responding upper bound probability Pub for d = 4 and d = 6 in
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Figure 8: Probability of an undetected attack node

different value of k (i.e., the value of s). For each data point in
the two figures, 25 random graphs are generated. There are 1000
nodes in each graph. To simulate a DDoS attack incidence, 50 at-
tack nodes and one victim node are randomly selected from the
nodes in the network. 50 DDoS attack incidences are simulated for
each graph. From fig. 8, we can observe that the probability of an
undetected attack node is lower than Pub for different value of k.
The feasible value of k can be candidates by their corresponding
upper bound probability Pub. The Pub is 0.31769 for d = 4 if the
value of k is 5 while Pub is too large for d = 6 for the same value
of k = 5. This is due to the effect of different network topology.

6. CONCLUSION AND FUTURE WORKS
In this paper, we explore the tracers deployment problem instead

of IP traceback methods. The proposed k-diameter-cut algorithm
can provide the way how many and where the tracers should be
deployed to guarantee that the distance between any attack origin
and its first met tracer be within s hop count. The upper bound of an
undetected attack node can be calculate in advance and used to find
a feasible value of k which will affect how many number of tracers
are needed. Based on the k-diameter-cut algorithm, IP traceback
methods for fast locating the attack origins will be development in
the future.
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