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ABSTRACT 
Conventional intrusion detection systems (IDS) examine 
packets going through the network and filter those 
suspiciously malicious packets out. When attacks happen, 
the IDS sends warning messages to the administrator. 
However, an IDS can only detects and blocks those packets 
which are identifiable at application layer passively. 
Recently, Intrusion prevention systems (called IPS or IDP) 
are proposed for improvement. An IDP actively detects and 
blocks packets. Both IDS and IDP are setup on network 
backbones, thus the hardware and software requirements 
need to be at enterprise level. Centralized control, which is 
preferred in IDS and IDP, is also expensive to manage. This 
study proposes a distributed IDP defense system with 
modulated control and high efficiency to resolve the issues 
of high cost, heavy hardware load, and complicated 
configurations from a normal IDP system. 
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1. INTRODUCTION 
 
According to IDC Asia/Pacific Semiannual Security 
Software Tracker, H2 2004, the demand of information 
security software in Taiwan was above all the other 
countries in this area. The attack model has evolved from 
Internet attacks to local area network (LAN) attacks. The 
virus and worms are spread by electronic mail (E-Mail) and 
software bugs to reach the local network, and start attacking 
from there. A small to mid-sized company needs to setup an 
IDP system initially to defend its network. However, when 
the company grows in size, the network flow and the 
number of attacks also increase. The company then has to 
purchase a higher performance IDP system to replace the 
old one [7, 11]. In the paper, we propose a low-cost 
high-efficiency IDP-based Security Co-Defense System 
(SCDS) to help with the problems in traditional systems. An 
SCDS system is composed of a SCDS server, the switches 
distributed within the network, and client machines. 
Through managing distributed switches, the SCDS server is 
only in charge of the attack detection and coordinating the 
switches to block those attacks. The SCDS server 
communicates with the switches via Simple Network 

Management Protocol (SNMP) [20]. The mechanism is 
much different from the conventional firewall systems.  
The SCDS server does not block packets but distributes the 
packet-blocking load to switches. Attack packets are 
blocked before they can reach the backbone and this lower 
the load of backbone. Besides, SCDS requires clients to 
install monitor software. The monitor software decides 
whether the environment of client system reach the 
already-set security level or not and control its access to the 
Internet.  
 
2. BACKGROUND AND RELATED WORK 
 
SNMP was first proposed by Internet Engineering Task 
Force (IETF) to solve the management issues of routers on 
Internet. SNMP is composed of a series of protocols and 
standards; it provides a mechanism to collect Internet 
management-related information from network devices. 
SNMP also provides a mechanism to report problems and 
errors to the management server. One of the responsibilities 
of an SNMP management system is sending inquiries to 
devices periodically in order to trace the status of the 
devices. When a device experiences unusual situations or 
error conditions like abnormal restart, the SNMP process 
agent sends trap messages voluntarily to report this event. 
The formats of trap and inquiry messages are defined by 
SNMP protocols. All information of the devices under 
management is kept in a structure called Management 
Information Base (MIB). SNMP uses ports 161 and 162 
under UDP protocol. The port 161 acts as an agent, waiting 
for inquiries, sent from the processes under SNMP 
management, for the management information. The 162 
port acts as another agent, waiting to receive trap messages 
from devices. MIB is a hierarchical tree structure. For 
example, 1.3.6.1.2.1.1 describes a sub-tree of a system on a 
MIBII and 1.3.6.1.2.1.0 represents the system description of 
a branch on a MIBII. A series of digital tags of every object 
called Object Identifier (OID) [16]. 
IDP systems are mainly analyzing patterns and Snort [17] is 
one of the most widely deployed IDP systems. Snort listens 
to the packets going through the network. It compares the 
packet content with the predefined rules and/or signatures 
in the Snort database. When the packet pattern matches any 
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rule, the system sends warring messages. Some system sorts 
out the rules to speed up the system [12, 14]. Thus, Snort 
captures and analyzes the packets passing through the 
network, mainly to find characteristics of invading 
behaviors or detect unusual behaviors, and to send and 
record warnings as soon as possible. Snort uses misuse 
detection techniques to decide whether the packet is 
malicious or not from the characteristics of the known 
attack models. For every attack, Snort sets the characteristic 
data and rules, and builds an attack model database. Snort 
matches the captured packet with the already-set rules. If 
the match is positive, the attack behavior is established and 
recorded to files. The Snort engine responds accurately and 
efficiently, mainly because the Snort engine describes the 
attacking characteristics precisely and rule editing is simple 
and practical. Since an IDS checks the packets in a passive 
way [2, 3], it can not actively send packets to detect attacks. 
Snort converts the characteristic data into text strings and 
uses the way of plug-in to organize the rules. Each type of 
plug-in includes many detection rules which represent the 
same type but different attacking behaviors. 
There are two types of firewalls – packet filters and proxies. 
Mostly of the time, it’s the packet filter when a firewall is 
mentioned. However, from the security point of view, proxy 
firewalls are more secure than packet filters. Proxy firewalls 
divide the network into inside and outside parts. Only when 
the proxy establishes connection, both parts can 
communicate with each other. The internal network is 
hidden from the outside world. There are some other 
advantages for using proxy firewalls [13], for example, one 
single connection, likes ADSL, is enough to connect 
internal network to outside resources. This feature saves 
both the hardware cost and the expense for ISP accounts 
and telephone lines. Two types of proxies are available: 
program agent and socks agent, usually program agent is 
used. The proxy program does the connecting work for 
application software. When users need external resources, 
the request is sent directly to the proxy and the proxy 
connects to destination to retrieve any required information, 
and then transmits it to the user. Each time when this 
happens, the retrieved data will be stored on proxy server 
cache. If the proxy gets the same request again, it retrieves 
the data from the cache directly and passes it to the user. 
Some proxies can synchronize the data in cache with those 
from the destination. If the destination data gets updated, 
the proxy updates those stored in cache. From the above 
descriptions, proxies can improve Internet access speed. If 
the data already exist in cache, the transmission is done 
within the LAN and not through the router. In fact, since no 
duplicate data is transmitted, the network flow of the 
Internet is decreased. Nowadays, proxies are used in many 
Internet structures to lower cost and improve the browsing 
speed. Besides, the proxy can connect Internet by 
upper-layer proxies or array proxies to further improve the 
efficiency and security.  
Firewall [18] is the front end to Internet for all 
organizations, and it checks every packet passing by. 
Previously the firewall only looks at information like header, 

source IP address, destination address, source port, 
destination port and so on. With the improved software, 
firewalls now also need to manage application layer 
security issues and it need to check more items in the packet. 
This causes more for organizations to pay for their 
firewalls.  
Centralized control is the trend for traditional firewalls 
which are located on backbones and thus has to be able to 
take care of large network flow and large amount of attacks. 
They usually focus on the external interface to the outside 
network. However, many attacks nowadays, like worms, are 
spread by E-Mail or from network neighborhood hosts in 
LAN. The huge Internet flow and attacks from both sides of 
the network is one of reasons of firewall crashes. Firewalls 
have to set many defense rules, and the large amount of 
rules may decrease the system efficiency and cause 
inconvenience in management. In the light of these 
problems, we propose the distributed management scheme 
on SCDS. 
The other way for network security is using Internet scanner 
systems (ISS) [6, 10]. It detects the weak points existing in 
the network equipments and the clients in the network and 
analyzes the problem. An ISS actively searching for the 
problems in connecting nodes, analyze them, organize the 
results into a report so that network administrators can 
easily understand the situations and weakness of the 
network [1, 3]. Although ISS can detect network problems, 
it can not effectively block the problem of spreading. The 
Internet attacks usually cause a lot of damage within short 
period of time. When an administrator gets the report [8], 
the network may already crash. If many devices are in the 
network, the ISS scan time can be pretty long. The ISS 
efficiency may suffer and can even be worse than those 
passive detection techniques. As to ISS, the honey pot is 
passive. The honey pot disguises as a server, it attracts 
attack to look on as a leak server. But the honey pot only 
can collect attack information, it can not do block action 
and waste time to build and analyze log file [5]. 
 
3. SECURITY CO-DEFENSE SYSTEM

 
In order to improve the issues of centralized management, 
hardware overloading, and high implementation cost We 
proposed a high-efficiency IDP-based Security Co-Defense 
System (SCDS) to resolve the problem. SCDS uses 
distributed model and modulated control. SCDS embedded 
Snort as the engine of analyzing patterns and SCDS divides 
Snort rules into four kinds—critical, alert, warring and 
information. We only need regard critical and alert 
signatures as attack information to speed up SCDS judge 
efficiency. We use this characteristic to develop the SCDS. 
When Snort detects any attacking behavior, it sends 
warning message to SCDS, and SCDS sends inquiries to 
switches and determines the source of attacks. Although 
SCDS is also a passive-mode mechanism, it can analyzes, 
blocks and reports attack at very early stage. When an 
administrator gets report, the attacks have been already 
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blocked. It is not like ISS that needs to wait for 
administrators to make decisions after attacks happens. 
SCDS is based on the Linux platform, and we build an 
exclusive embedded system and install SCDS in a compact 
flash (CF) card. After booting, SCDS system is loaded into 
memory from CF card. CF card is used to save system setup 
time and to increase the system efficiency. 
Figure 1 shows the development process with the 
dependency relation between the components. Firstly, we 
compress Linux kernel, file system and applications, into an 
image and put the image in CF card. When system starts, it 
locates an area RAMDisk first, and load the image into 
RAMDisk. After initialization, the machine becomes a 
Linux embedded system.  

 
Figure 1. Development process 

SCDS includes a server and many clients. The server 
system is in charge of the packet detection and switch 
control. SCDS communicates with every switch through 
SNMP, which is more effective in sending commands to all 
switches. The client system is responsible for the detection 
of user client status. The server system can be independent 
from the client system, but the client system needs to 
corporate with the server. Figure 2 illustrates the SCDS 
environments. The Internet model in SCDS is in-line mode 
(bridge mode). No IP address is required and it can connect 
to the Internet directly after startup. Then SCDS can detect 
Internet environments and load control modules.  

 
Figure 2. SCDS environment 

The SCDS server system is composed of three layers. 
Figure 3 depicts the server system layers. 

 
Figure 3. Server System 

SCDS uses an embedded system for the OS layer. The 
applications of embedded systems are ranged from 
industrial computers to many other domains. The advantage 
of this system is that there are no extra parts or peripherals 
required. They are small and stable. A personal computer 
differs from embedded system in resources and 
functionalities. An embedded system uses low-end CPU 
and storage like flash memory, which is cheaper and more 
durable than hard disk. Application layer is responsible for 
the communication between the module layer and the layers 
below it. It is the most important layer in SCDS. 
Application layer is in charge of detection, control and 
management. The detection work is carried out by Snort. 
When packets come in, snort will get them and analyze 
them. Snort was originally designed to call firewall in 
Linux kernel to block attacks [4]. We modify this to redirect 
the control to SCDS scripts. When attacks happen, SCDS 
detects it and sends access list control (ACL) command by 
SNMP. The management part is done through administrator 
web pages. Administrators can watch system status, report, 
set security level, unlock and so on. 
Module layer includes switch control modules and system 
module. There are many switch products and each of them 
may be with different management system. SCDS 
compresses management code for different product into 
modules which can be loaded or unloaded anytime. When 
the system is found to be with security defects or there are 
Snort detection rule updates, administrators can update 
firmware with new system module. 
Figure 4 is the structure of module layer. All modules are 
compressed into a module package. The administrator can 
load or unload module from package module anytime. 
SCDS can detect the switches sitting in the environment 
and load the corresponding modules automatically. On the 
module package is a module management system, it is used 
in sending and receiving commands. When receiving an 
SCDS server request, the control management system 
searches for a corresponding module and call this module to 
send ACL command to the exact switch. 

Linux Kernel 

Snort + SNMP 

OS  
  Layer 

Application 
Layer 

Module 
Layer 

SCDS Program1 SCDS Program2 
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Figure 4.The structure of Module Layer 

The SCDS server can be used alone and achieve the 
co-defense goal. It can also corporate with SCDS clients to 
defend the network more securely. Figure 5 shows how 
client process works. If a user wants to access Internet, he 
has to register and get a key from SCDS Server under 
SCDS environment. Then the user gets the security level set 
by the system module. The client process can detect the 
user host status according to this security level. This 
includes checking the security update of OS is the most 
recent version or not. After checking user status, the client 
process registers the status with the server and the server 
send a key and command to permit the user to access 
network. Through both detecting on backbone and checking 
on users, the network environment is more secure. 

 
Figure 5. The client process 

Figure 6 shows the architecture and the work flow of the 
system. When the SCDS server starts up, the module layer 
detects switch models connected by a public OID address or 
an administrator chooses and defines switches. The SCDS 
loads the switch control modules and the co-defense starts 
working at this moment. Any packet that comes to the 
SCDS runs through OS layer from Ethernet adapter to 
network layer. The bridge mode passes it to application 
layer. The packet is analyzed and compared with Snort rules 
at application layer. If the packet matches any Snort rule, 
SCDS will intercept it and send an ACL command. After 

the switch receives the ACL command, it blocks the packet 
right there and reports it to SCDS to generate report. 
When a new user joins the SCDS environment, he has to 
use client module to register and be added into SCDS 
environment. The client module uses Windows API to 
retrieve the user status to check its security level. If the user 
status is conformed to the security level, a permit is granted 
from server. If a high level of security is desired, using 
client processes is suggested. Otherwise, only the SCDS 
server can already provide enough and effective defense for 
the network. 

 
Figure 6. The internal part of system. 

 
4. EXPERIMENTS

We use Iperf [19] to record the throughput of this system. 
Iperf is a tool that measures maximum TCP bandwidth, 
allowing the tuning of various parameters and UDP 
characteristics [2, 15]. Iperf reports information like 
bandwidth, delay jitter, and datagram loss. Table 1 lists 
SCDS system architecture specifications. We setup two 
client computers under SCDS, and use Iperf to measure 
throughput from one client to another. The experiment was 
conducted using two types of server setups for comparison: 
one is the embedded SCDS, another is Redhat 8 Linux with 
the same applications used in SCDS. The Linux server is 
installed with default setup, and its environment, likes 
network, hardware and kernel version are the same as 
SCDS. Figure 7 compares the throughput between the two 
server setups. It shows SCDS is superior to the other one in 
throughput. 

Table 1 SCDS architecture specifications 

CPU Intel Celeron 2.0 G 
RAM DDR 266 256 MBx2

CF Card TEKO 256 MB 
Network 10/100 Mbps 

Kernel Version Linux 2.4.30 
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Figure 7. SCDS Throughput 

 
5. CONCLUSION

The traditional firewalls focus on centralized management. 
The responsibilities of firewalls are detecting and blocking 
the attacks. When the number of attacks increases, the load 
of firewalls becomes heavy. Firewalls may then crash due 
to overloading. We purpose Security Co-Defense System 
(SCDS), in which the server is in charge of the detection, 
and the work of blocking is forwarded to switches under 
SCDS. When an attack happens, SCDS can block the attack 
from the first crime scene. With traditional firewalls, when 
the number of attacks increases sharply, firewalls still have 
to block all the attacks. SCDS server is only responsible for 
detecting attacks, and the loading is much lower and more 
balanced than traditional firewall [9]. 
The program in SCDS is packaged into modules. Using 
modules simplifies the work of program loading and 
unloading. If the system needs a patch, administrator only 
needs to load modules. The network in SCDS is in bridge 
mode for easy installation. The Linux small kernel helps 
SCDS to reach high performance and small storage space. 
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