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Abstract:    
When the same data are detected and classified with 

different classifiers, there will be inconsistencies in the results. 
This shows that different factors cause the classifiers’ 
detection accuracy not alike. In this study,  the proposed 
methods were verified with KDDCUP'99 data, and data fusion 
(DF) using five feature selection methods (Discriminant 
Analysis, DA; Principal Component Analysis, PCA; Rough Set 
Theory, RST; Multiple Logistic Regression, MLR and Genetic 
Analysis, GA.). In the case of data re-determination and 
upgrading the detection was accurate. In this study, we 
propose two dimensional DF. Combining different DF 
methods can increase the IDS detection accuracy.  Empirical 
results using a KDDCUP’99 dataset had an intrusion detection 
accuracy of 99.9834%, which made it useful for intrusion 
detection and data re-determination. 
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1. Introduction 

With the rapid growth in Internet business, security has 
become an important issue. Therefore, intrusion detection 
technology has been developed rapidly. Two of the most 
important issues in intrusion detection are timely detection 
and an increased accuracy rate. In 1999, Tim Bass, CISSP, 
published a series of papers on intrusion detection on the 
Internet. Especially his ACM paper [1], helped spark a 
modern revolution in Internet security, particularly in the 
area of network-based intrusion detection systems (IDS). 
From a general point of view, data fusion (DF) is data 
processing aimed at making decisions on the basis of 
distributed data sources specifying an entity (an object or an 
object state, a situation constituted by a number of 
autonomous interacting objects, intent of situation 

management, etc.). The different features of data fusion 
have been integrated in this study in order to handle 
misclassified data. D-S is used to reach data that has been 
retrieved and re-classified because of the uncertainty 
interval.  Considering the fact that there are different 
uncertainties and D-S theory of evidence was used to treat 
the uncertainties in the IDS’s recognizing of problems in 
order to improve the uncertainty interval’s discriminate 
accuracy. The two dimensional DF can solve intrusion 
detection problems more scientifically. Lastly, 
KDDCUP’99 dataset was used determine the viability of 
the two dimensional data fusion method.  

The rest of this paper is organized as follows: In 
Section 2, the feature selection methods and DF methods 
are discussed. The two data fusion stratums are discussed in 
section 3. Session 4 shows the experiments and results, the 
final section discusses the conclusion and directions for 
future research. 

2. Related Work 

In this study data fusion was done by combining 
heterogeneous IDS model results, and the IDS models were 
built using various feature selection methods. The feature 
selection and the DF methods used in this study are 
discussed in the following subsections. 

2.2. Feature Selection Methods 

Discriminant analysis (DA) works by creating 
discriminant functions (DFs) which determines which 
group each case belongs to. DFs are interpreted by 
standardizing the structure matrix and coefficients. DFs set 
the boundaries between groups. In [2] Wong used DA as the 
feature selection method and the false alarm rate was 0.37% 
in 9 selected features. 
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K. Person proposed Principal Component Analysis 
(PCA) [3]. This is also known as the discrete 
Karhunen-Loève transform. PCA transformed large number 
of variables into a smaller number of uncorrelated variables 
by finding a few orthogonal linear combinations of the 
original variables with the largest variance. In [4], 14 
features were chosen to predict the detection accuracy was 
99.8734％. 

Multiple linear regression (MLR) model the 
relationship between two or more explanatory variables and 
a response variable by fitting a linear equation to observed 
data. In [5], Wong used MLR for the IDS; the 
misclassification rate was 0.1295%. 

Rough Set Theory (RST) [6] is a kind of decision 
analysis tool, proposed by Pawlak in 1982. The RST 
Algorithm, based on finding hidden patterns in data, found 
minimal sets of data (data reduction). In other words, RST 
essentially discovers information. In [13] Cheng used RST as 
the feature selection method for IDS. As verified by 
KDDCUP ’99, the true positive detection rate was 99.9634%. 

The Genetic Algorithm (GA), used in many studies, is 
one of the best search algorithms as introduced by Holland 
in 1975. Cross-over, Inversion and Mutation rendered the 
best solutions in the research [7]. Kim combined GA and 
the Support Vector Machine to develop a high efficiency 
IDS model; the accuracy of GA model is 99.9721%. 

In spite of a reasonable detection accuracy rate, when 
there is a new, unknown attack, the single model IDSs may 
detect it, but DF technology merging different IDSs has a 
higher probability of detecting it. DF promotes highly 
reliable intrusion detection, and security-decision systems 
identify, track, and assess cyberspace situations with 
multiple complex threats.  

The Bayesian model of a posteriori probability 
assessment needs a long history and does not need any 
comments or references. Because of its simplicity in many 
applications, this method is generally used. Unfortunately, 
the defects of the Bayesian Average Theory are inflexibility 
and the need for high quality information. 

The basic Dempster-Shafer’s (D-S) Theory of 
Evidence was first formulated by Shafer in 1976 [9]. This 
theory can be regarded as a generalized Bayesian theory. It 
can be interpreted from either a probabilistic or an 
axiomatic point of view [10]. In [12] Hung used the five 
model results as the basis for the D-S theory. Although this 
method does not make any assumption regarding the base 
classifiers, its computational complexity and memory 
requirements are very high. 

2.2. Support Vector Machine 

The Support Vector Machine (SVM) is a relatively 
new machine learning algorithm proposed by the Russian 
statistician and mathematician Vladimir Naumovich Vapnik. 
The technique is used by some statistical theories to 
categorize the classification data. SVMs’ training is based 
on the minimization principle and statistical learning theory 
that can reduce the empirical risk. SVM was also useful in 
sparse and high-dimensional space classification. 

SVMs determine the class of new data by estimating 
the distance between the new data, the hyper-plane and the 
SVs. They also determine which new data are closest to 
which side. By minimizing the structural risk rather than 
the empirical risk, SVMs can effectively avoid a potential 
misclassification of testing data even for unnoticed 
information. Therefore, in recent IDS research, SVM 
usually combines other theories to improvement IDS 
efficiency. In [4] KDDCUP’99 full dataset was used as test 
based on the proposed Ambwani theory [11]; the prediction 
accuracy rate was 99.9382%. 

3. Two Dimensional data fusion model 

In order to provide a high detection rate and efficiency, 
a two dimensional data fusion model (TDFM) is proposed 
as the kernel of IDS. The two dimensional data fusion 
model (TDFM) is composed of the Bayesian Average 
Theory and the D-S Theory. With the first dimensional 
fusion (Figure 1) the Bayesian Average Theory was used in 
combination with different single model prediction results 
(DA, PCA, RST, MLR, GA).  
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Figure 1. Two dimensional data fusion flowchart 
 

By using the SVM product detection with different 
models, different detection validities were determined. 
Even the same data predicted by different detection models 
rendered different results. The misclassified data 
distribution in Figure 2 shows that the different detection 
models were totally different. That implies that single 
detection models were not good enough for intrusion 
detection, and that there is disparity between different 
detection models in detecting either normal events or attack 
events. In [4] it has been proven that models are 
complementary. Therefore, combining different models can 
enhance detection accuracy. The Bayesian Average Theory 
can be used to centralize data in certain intervals by 
averaging them. These centralized data can be used in the 
second DF. 
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Figure 2. Single IDS Model Misclassified Data Distribution 

 
The second phase of DF collected part of the 

reanalyzed data form the original single detection model 
results, and the D-S theory was used as the second step in 
the DF. The uncertainty measurement from the D-S theory 
was used to estimate the reliability of the results. Lastly, the 
final results were obtained by merging two Dimensional 
results.  

Before fusion, detection models had to be built for 
predicting testing results by SVM. Figure 3 depicts the data 
preprocessing step. There were forty-one features in the 
KDDCUP’99 dataset of which Protocol type, Service, Flag 
and label were non-metric. Before SVM training and testing, 
non-metric data had to be converted to metric data. After 
the data preprocessing, training data were used to build 
SVM prediction models using five different feature 
selection methods (DA, PCA, MLR, RST, GA), and the 
models were used to predict testing data. In figure 1, the 
SVM model test and verification was used to train the data 
model to predict testing data and get the result files; the 
result files were used for data fusion. 
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Figure 3. Training data flowchart model 
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4. Experimental Results 

In this study, all experiments were performed on a 
Microsoft XP machine with a Pentium IV CPU 3.00GHz 
processor and 1 G RAM. The training dataset was 
Kddcup.data_10_percent.gz with 494,021 records; 
KDDCUP’99 full dataset (kddcup.data.gz) with 4,898,431 
records for testing. The methods used for data fusion were 
DA, PCA, RST, MLR and GA combined.  

According to the Bayesian Average Theory, it was 
found that the controversial data centralized to identify 
uncertain intervals (the probability 20% ~ 100%). The data 
distribution is shown in Table 1. Then, the probability 
between 20% ~ 90% was used to reanalyze data. Because 
the cost of 90% ~ 100% data was too big, it will not be 
discussed.  

 
Table 1. Probability classification distribution of TDFM 

 
 
The different DF results are shown in Table 2. The 

detection accuracy of TDFM fusions was 99.9834% better 
than that of other fusion theories; the misclassified count is 
shown in Figure 4. There were only 939 incidents of 
misclassified data in the KDDCUP’99 full dataset (total 
count is 4898431) with TDFM, the misclassification rate 
was about 1/40000. TDFM comparing misclassified data 
with Voting fusion misclassification rendered less than one 
third, otherwise the misclassified count was less than the 
Bayesian and D-S theories by about 200 counts.   

Besides, the Bayesian Average fusion uncertainty data 
were between 20% and 90%; the total count was 17798. 
The D-S theory was used to correct the uncertainty interval 
of the Bayesian. From Table 3, it can be seen that the D-S 
theory indeed corrected about 300 counts in the uncertainty 
interval. 

Table 2. Accuracy compared with other fusion methods 
Method Used Accuracy (%) 

Voting fusion[4] 99.97 

Bayesian fusion[4] 99.9753 

D-S theory[12] 99.9768 

TDFM 99.9834 

 

 
Figure 4. Misclassified data compared 

 
Table 3. Probability 20%~90% corrected data 

Fusion Method Correct count between 20% ~ 90% 
Bayesian 16733 
TDFM 17010 

5. Conclusion 

Recently IDS research has focused on data retrieval, 
because data retrieval can amend detection models and 
upgrade detection. But, data retrieval and detection model 
rebuilding are time-consuming. Therefore, a method was 
proposed which set a probability interval as the key point 
for data retrieval and two data fusion methods were used to 
refine the IDS efficiency. Besides, taking advantage of 
single detection model results for data fusion can save on 
the time needed for intrusion detection model building. The 
main contribution of two dimensional data fusion is the 
combination of Bayesian Average Theory and D-S theory 
advantages, thus improving the detection rate for limited 
resources. In short, TDFM theories have worked in 
improving the detection accuracy. Future research should 
define the uncertainty interval and use a more effective 
method for second fusion or data re-determination. 
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